Security Overview

This overview outlines the security measures we’ve put in place to protect your sensitive data when
you’re using Tax From US.

Data Storage

Your personal information is contained behind secured networks and is only accessible by a limited
number of persons who have special access rights to such systems, and are required to keep the
information confidential. In addition, all sensitive/credit information you provide is encrypted via
256-bit Secure Socket Layer (SSL) technology.

All transactions are encrypted and processed through a gateway provider and are not stored or
processed on our servers.

Data Security

As we deal with very sensitive private information, we place security of Tax From US on highest
level, ensuring that our data is securely stored, transmitted and disposed.

We use several methods of encryption for data storage and data transmission, such as:

RSA Public/Private Key Encryption
AES256 Symmetrical Encryption
Digital Certificate (SSL) Encryption
SSH File Transfer Protocol (SFTP)

Secure data disposal has always been handled in-house. The procedure for secure data disposal is
based on NSA standards and media destruction guidance.

Transfer of your data

Your data sent between Tax From US website,computers and our servers using our secure channel
with 256-bit SSL (Secure Sockets Layer) encryption. The same standard isused by banks and
financial institutions.

Data Backup

We have developed several plans for disaster recovery and business continuity in the event of power
outage and disaster.

All Tax From US data is backed up and stored at several fully independent and faulty tolerant
servers. In addition to regular data backup, we also perform backups to our offline data center. Tax
From US IT department has ensured that the security of offline data center is in accordancewith all
internal security policies.

Privacy



A copy of our privacy policy can be found here(link)



